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Abstract

The “response gap” between vulnerability detection and
patching leaves web applications exposed to high-impact
exploits such as remote code execution, command injec-
tion, and server-side request forgery. Current mitigations are
flawed: code fixes often break functionality, while global
runtime policies produce excessive false positives. We pro-
pose KINTSUGI, an automated runtime containment system
that provides temporary protection for exploits that manifest
as diverging syscall behaviors at the OS level. KINTSUGI
uses a three-stage pipeline: First, by performing differential
syscall analysis on normal and malicious requests, it locates a
few vulnerability-related functions. Subsequently, leveraging
LLMs, it precisely delineates the boundaries of the specific
code snippets causing the malicious behavior within these
functions and establishes policy trigger points. Finally, by an-
alyzing the execution profiles from normal requests, it derives
a deterministic, least-privilege syscall whitelist to serve as the
runtime policy. This policy is enforced at the kernel level via
eBPF and cgroups and is dynamically activated only when
the request’s execution flow enters the protected code snippet.
Evaluation on 27 real-world CVEs across PHP, Python, and
Java shows that KINTSUGTI effectively neutralizes diverse ex-
ploits and their variants while preserving original application
functionality. KINTSUGTI achieves an average response time
of 7.6 minutes. While the enforcement of surgical policies
introduces a modest average latency overhead of 9.2% on tar-
geted APIs, the impact on concurrent non-vulnerable traffic
remains minimal, with an average throughput (RPS) drop of
only 2.21%.
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1 Introduction

As web applications become increasingly ubiquitous, they
face a continuous barrage of cyber threats [3, 50]. Among
these, exploits that hijack application logic to interact with
the underlying operating system—such as remote code ex-
ecution (RCE), command injection, unsafe deserialization,
and server-side request forgery (SSRF)—are particularly de-
structive. While modern security infrastructures such as Web
Application Firewalls (WAF) and Intrusion Detection Systems
(IDS) [11,22-25,38,54,58] have become adept at capturing
malicious requests, the capture of a specific attack is merely
the beginning of the response cycle. The process of identify-
ing the underlying vulnerability, developing, testing, and fi-
nally deploying a permanent patch remains heavily dependent
on manual labor, time-consuming analysis, and deep domain
expertise [35,49,52]. This critical window—which we term
the “vulnerability response gap”—provides attackers with
ample opportunity to exploit the same vulnerability through
variants. Consequently, it is crucial to achieve automated, im-
mediate mitigation using captured attack requests, providing
temporary yet effective protection before a permanent fix is
available [30, 36].

Previous solutions and their limitations. Existing research
in automated temporary mitigation faces bottlenecks in two
key stages:

1) Vulnerability Localization. Pinpointing the vulnerable
execution point is the logical starting point. An ideal tech-
nique must identify which specific function or code snippet
among thousands triggered the malicious behavior. However,
existing methods struggle in web environments: (1) Crash-
based methods [39,59,60] rely on analyzing core dumps after
a program crash. They are fundamentally inapplicable to com-
mon web logic flaws (e.g., command injection) that do not
trigger process crashes. (2) Static analysis methods [8, 44]
often require a precise fingerprint (e.g., a specific malicious
syscall log) as a starting point. In our scenario, the only input
is a high-level http request, leaving the system unaware of
where the malicious syscall is triggered. Furthermore, these
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methods lack the precision to handle interpreted languages
(Python, PHP) and complex framework call chains, leading
to high false-positive rates.

2) Mitigation Implementation. Even with localized sus-
picious regions, current defense paradigms are difficult
to deploy in web applications: (1) LLM-based Code Re-
pair [18,31,40] attempts to rewrite program logic for per-
manent fixes. However, their capabilities are often confined
to local syntactic modifications. When a vulnerability is em-
bedded in functionally necessary logic (e.g., a critical dese-
rialization API), a simple code-level fix is often insufficient.
Real-world mitigation would require extensive architectural
refactoring or a complete redesign of the business logic to
maintain both safety and functionality. Such large-scale re-
structuring far exceeds the current autonomous capabilities
of LLMs [12, 16, 41], often leading to broken applications
or incomplete defenses if only local patches are applied. (2)
Global Runtime Policies [7,30, 56] enforce uniform syscall
whitelists at the application level. This “one-size-fits-all” ap-
proach conflicts with the high-concurrency model of web
servers. Since syscall streams from multiple requests are in-
terleaved, global policies cannot accurately attribute a syscall
to a specific request context, leading to false positives and
business disruption. (3) Binary-oriented Localized Protec-
tion [10,26,27,36,57] relies on DWARF debugging info to
monitor memory-safety errors. This methodology cannot be
migrated to interpreted web applications that lack low-level
debugging info and primarily suffer from non-memory logic
vulnerabilities.

In summary, the dynamic nature, high concurrency, and
non-crashing logic flaws of web applications render existing
techniques either “blind” (unable to locate), “ineffective” (un-
able to apply), or “disruptive” (causing business downtime).
We urgently need a new paradigm for request-level precision
and fine-grained control.

Our solution. To bridge this gap, we propose KINTSUGI, an
automated runtime containment system specifically designed
for exploits that leave observable syscall footprints. Starting
from a captured malicious request, KINTSUGI automatically
localizes the code region responsible for malicious OS-level
behavior and deploys a precise, temporary runtime patch. We
address three core technical challenges:

1) Localizing vulnerability-related functions in web en-
vironments. Pinpointing a single function among thousands
is like finding a needle in a haystack. We design a function-
level differential analysis that operates offline. After capturing
a malicious request, KINTSUGI matches it against normal re-
quests from the same API endpoint as a baseline, KINTSUGIT
compares the execution traces and syscall sequences. By
calculating the statistical variance in syscall distributions,
we identify functions where behavior significantly “mutates.”
This trace-based analysis prunes the search space from thou-
sands of functions to a handful of candidates.

2) Pinpointing malicious code snippets within functions.

Once suspicious functions are identified, we must lock onto
the specific lines driving the malicious behavior. This requires
deep semantic understanding. We utilize the LLM as a “Se-
mantic Pinpointer.” We provide the LLM with the candidate
code and the anomalous syscall information. The LLM’s task
is not to fix code but strictly to “circle” the boundaries of
the code snippet most relevant to the malicious syscall. By
limiting the LLM to semantic delimitation, we leverage its
reasoning while avoiding security risks from generative hallu-
cinations.

3) Generating robust, business-preserving mitigation
policies. Relying on LLMs for security rules is unreliable.
We propose a deterministic “LLM-delimited, system-derived”
mechanism. Once the LLM fixes the boundaries, KINTSUGI
analyzes the historical traces of that specific snippet under all
past normal requests to extract a union of legitimate syscalls.
This forms a least-privilege whitelist.

Through this design, KINTSUGI deploys a request-level

behavioral control engine that surgically constrains the OS
interactions of compromised execution paths. Leveraging
low-level technologies such as eBPF for syscall filtering and
cgroups combined with iptables for network access control,
the engine dynamically activates these whitelists upon enter-
ing the protected code snippet and deactivates them imme-
diately upon exit. This multi-backend enforcement ensures
surgical isolation of critical resources with minimal perfor-
mance overhead, providing modern web applications with a
rapid and reliable capability for automated temporary protec-
tion.
Experiments and Evaluations. We evaluate KINTSUGI on
27 critical CVEs. The results demonstrate that KINTSUGI can
isolate vulnerability-triggering functions with 86.5% context
reduction and generate validated policies in minutes (median
102s). Performance benchmarks show that while active policy
enforcement incurs a modest average latency overhead of
9.2% on targeted APIs (with a peak of 29.5% only in syscall-
intensive scenarios), the system maintains a negligible impact
on the rest of the application (2.21% average RPS drop). This
request-scoped isolation allows KINTSUGI to be deployed
in high-concurrency production environments where global
security measures would be prohibitive.

Our Contributions:

* We introduce KINTSUGI, a novel containment paradigm for
high-risk web exploits that shifts from risky code rewrit-
ing to request-scoped runtime policy injection, leveraging
LLM:s to surgically constrain OS-level malicious behaviors
while preserving original business logic.

* We design a multi-stage mitigation framework that inte-
grates differential syscall analysis to pinpoint vulnerability-
related functions, a hybrid policy generator combining
LLM-based delimitation with profile-guided derivation, and
a multi-backend runtime engine for fine-grained, request-
level enforcement.



* We implement a prototype of KINTSUGI and evaluate it
on 27 real-world vulnerabilities'. Our results show that
KINTSUGI neutralizes diverse exploits and variants with
a median response time of 102 seconds, maintaining high-
performance continuity with only a 2.21% average through-
put impact on concurrent legitimate traffic.

2 Motivation

2.1 Accurate Vulnerability Localization

Precise localization is the prerequisite for automated miti-
gation, yet it remains challenging in web applications. For
instance, in CVE-2021-26120 (an SSTI vulnerability in CMS
Made Simple [1]), an attacker can trigger a pre-injected ma-
licious template via a standard GET /index.php request.
While an IDS may flag the request as malicious due to its
downstream effects (e.g., an unexpected execve syscall), the
request payload itself contains no malicious signatures. The
core challenge is to trace this high-level malicious intent back
to the specific vulnerable function within a complex execution
path, enabling the deployment of a surgical mitigation.

Previous solutions. /) Lack of crash signals. RCE exploits
typically do not trigger program crashes, rendering crash-
based localization [39, 60] ineffective. 2) Dynamic com-
plexity. The interpreted nature of languages like PHP hin-
ders static analysis from constructing accurate Data Depen-
dency Graphs [44] or mapping high-level logic to low-level
syscalls [8]. 3) Context explosion. In our experiments, a sin-
gle request’s execution trace can exceed 58k tokens. Directly
feeding such massive, noisy codebases into LLMs leads to a
failure in pinpointing the exploit-triggering site, resulting in
hallucinated or ineffective mitigation strategies.

KINTSUGI addresses this via Syscall Deviation Analy-
sis. For CVE-2021-26120, KINTSUGI observes that while
loadCompiledTemplate normally only invokes file-related
syscalls (openat, read), the malicious execution of the
same function triggers process-creation syscalls (clone,
execve). This divergence allows KINTSUGI to pinpoint
loadCompiledTemplate as the vulnerable function. By
pruning the context from 58k to 117 tokens (a 99% reduction),
KINTSUGI provides the LLM with a high-signal environment
for precise reasoning.

2.2 Vulnerability Mitigation

Effective mitigation is difficult when malicious behavior
stems from functionally necessary logic. In CVE-2023-41892
(an RCE in Craft CMS [42]), an attacker manipulates a file-
loading function (e.g., include) via PHP Object Injection.
Because file loading is essential for reading configurations
and templates, simple removal or modification is impossible.

"https://github.com/zzz2602/kintsugi

Previous solutions. /) Source code modification. Methods
that rely on code rewriting [18,40] cannot easily replace core
logic without risking functional regression. The official patch
for this CVE [21], which merely added administrative per-
mission checks, demonstrates the difficulty of addressing the
underlying risk without extensive refactoring. 2) Policy-based
defense. Global policies [30] lack request-level awareness
and cause false positives in high-concurrency environments.
Furthermore, binary-level mitigations [36] are inapplicable to
interpreted web languages that lack memory-safety signals.

KINTSUGI moves beyond logic rewriting by implementing
Runtime Policy Injection. Instead of modifying business logic,
KINTSUGI uses LLMs to identify the semantic boundaries of
the compromised code and injects policy trigger points.

For CVE-2023-41892, KINTSUGI wraps the file-loading
block with entry/exit markers. By analyzing historical traces,
the system derives a least-privilege whitelist for this spe-
cific region: allowing file-read syscalls (openat, read) while
strictly prohibiting command execution (execve). This sur-
gical approach preserves original application functionality
while neutralizing the exploit’s capability, providing robust
protection before a permanent fix is available.

3 Threat Model

KINTSUGT targets a specific class of remote attacks against
web applications: those where an adversary exploits vulner-
abilities such as Remote Code Execution (RCE), command
injection, unsafe deserialization, or server-side request forgery
(SSRF) to perform unauthorized operations at the operating-
system level. The system operates under the assumption that
such exploits will manifest as observable syscall deviations
from normal application behavior. The goal of KINTSUGT is
to provide immediate, automated, and temporary containment
of these OS-level post-exploitation actions, effectively block-
ing known exploit paths before a permanent logic-level patch
is deployed.

Assumptions. Our methodology is built upon the following
key premises: 1) Attack Visibility: We assume that a malicious
request successfully triggering the vulnerability has been cap-
tured (e.g., by an IDS). 2) Baseline Availability: KINTSUGI
requires a set of normal execution traces from the same API
endpoint to serve as a behavioral baseline. These can be re-
trieved from historical traffic logs or automated unit tests. 3)
Behavioral Divergence: Our core hypothesis is that a success-
ful exploit will exhibit identifiable deviations in its execution
path at the syscall level when compared to normal behavior. 4)
Trusted Computing Base (TCB): We assume the underlying
Linux kernel (supporting eBPF and cgroups), the auditing
modules, and the KINTSUGI framework itself are secure and
reside within the TCB.

Scope. KINTSUGTI is specifically designed for vulnerabilities
whose exploitation inherently produces anomalous syscall
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Figure 1: The overall architecture of KINTSUGI.

patterns—a property common to RCE, command injection,
unsafe deserialization, SSRF, and similar OS-interacting ex-
ploits. This design makes the system effective for function-
ally necessary code blocks where traditional code deletion
or logic rewriting would break core business features. The
system does not target vulnerabilities that operate purely at
the application-semantic level without OS-visible behavioral
changes. These include broken access control, IDOR, most
cross-site scripting (XSS), and business logic errors, as well as
non-system attacks such as side channels, resource-exhaustion
denial-of-service, and hardware-level threats.

4 System Design

4.1 System Design Overview

KINTSUGTI is designed to provide automated, context-aware
runtime containment for web exploits that produce observable
syscall-level behavioral deviations. As illustrated in Figure 1,
the architecture comprises three core stages: (1) Vulnerability
Localization, (2) Patch Generation, and (3) Dynamic Runtime
Guarding.

Vulnerability Localization. This stage operates offline to
identify the vulnerable functions responsible for malicious
behavior. After a malicious request is captured from the pro-
duction environment, KINTSUGI initiates a comprehensive
analysis in a controlled testing environment. KINTSUGI first
performs Replay and Trace Collection, replaying the cap-
tured malicious request alongside normal baselines to record
fine-grained execution traces. Subsequently, Syscall Deviation
Analysis compares the malicious traces against baselines to
pinpoint anomalous execution paths and identify vulnerability-
related functions. Finally, the Vulnerability Context Extraction
step aggregates these findings into a comprehensive Vulner-
ability Context, which includes syscall deviations, relevant
code snippets, and runtime variable snapshots to support sub-

sequent patch generation.

Patch Generation. Leveraging the LLM’s semantic under-
standing, KINTSUGI performs Abstract Policy Synthesis to
identify and inject policy trigger points into the source code.
Instead of tasking the LLM with writing complex repair logic,
we use Profile-Guided Policy Refinement to automatically
derive deterministic runtime policies from normal traffic be-
havior. These patches undergo Patch Validation to ensure they
block attacks without disrupting business logic.

Dynamic Runtime Guarding. Validated patches are de-
ployed to production. When a request hits a trigger point, the
Request-Scoped Policy Manager activates the corresponding
defense rules. The Multi-backend Policy Enforcement engine
utilizes eBPF and cgroups to intercept and evaluate low-level
behaviors in real-time, achieving fine-grained, request-level
isolation with minimal overhead.

In the following sections, we first detail the syscall-driven
vulnerability localization and context extraction (Section 4.2).
We then describe the generation and validation of runtime
patches (Section 4.3). Finally, we present the dynamic guard-
ing mechanism for fine-grained behavioral control (Section
4.4).

4.2 Vulnerability Localization

The localization phase identifies the exploit-triggering func-
tion within massive execution traces to provide semantic con-
text for policy generation. To bridge the gap between high-
level web logic and low-level syscalls in high-concurrency
environments, KINTSUGI employs an execution-driven de-
viation analysis. Instead of relying on crashes or signatures,
and inspired by anomaly detection methods [11, 15], we treat
localization as a similarity search task to identify runtime
behavioral shifts between malicious requests and normal base-
lines.



Python App Code Syscall Logs

def process(path):
f = open(path, "r")
content = f.read()
f.close()
return content

write [ ] app.process

openat fd=3; file=templ.txt
read fd=3

close fd=3

write [ ] app.process

res = process("templ.txt")

Figure 2: An example of the Function-Syscall Mapping.

4.2.1 Replay and Trace Collection

Once an attack is detected in the production environment,
KINTSUGI replicates the scenario in a separate, controlled
analysis environment. Within this offline setting, it performs
selective instrumentation on the target application to obtain a
function-level view of execution.

Multi-dimensional Data Capture. Our instrumentation
mechanism implants hooks at function entry and exit points to
record the call stack, parameter snapshots, and metadata (e.g.,
file paths and line ranges). Simultaneously, the system mon-
itors kernel-level syscall events. To ensure temporal fidelity
between user-space functions and kernel-space syscalls, the
instrumentation hooks inject function context into the kernel
event stream via specific syscalls.” This enables KINTSUGI to
construct a precise “Function-Syscall Map” that records not
only which syscalls (e.g., execve, openat) were triggered
by each function but also their specific arguments (e.g., file
paths, IP addresses). Figure 2 illustrates an example of this
mapping.

Request-scoped Unit Partitioning. In concurrent web en-
vironments, syscall streams from multiple requests are inter-
leaved in the kernel. KINTSUGI implements a context-aware
partitioning mechanism to achieve request-level isolation:

1. Thread-level Tracking: Since modern web servers (e.g.,
Flask [47], Django [14], PHP-FPM [53]) typically use
multi-threading or multi-processing, KINTSUGI uses the
Thread ID (TID) as the primary isolation identifier.

2. Logical Boundary Identification: Within a single thread,
we utilize socket I/O events to delimit http request bound-
aries. All function and syscalls occurring between the
initial socket read and the final response transmission are
grouped into a single execution unit.

3. Asynchronous Model Support: For asynchronous frame-
works (e.g., FastAPI [45]) that utilize coroutines and task
queues, KINTSUGI builds upon established causality track-
ing techniques [32, 37, 55]. By instrumenting points of
task creation, scheduling, and coroutine context switching,
KINTSUGT performs accurate unit partition by logically
reassembling fragmented execution traces into a coherent
request-level chain.

2In our implementation, we write this context directly to /dev/null.

Baseline Selection and Replay. By parsing the route infor-
mation of the malicious request, KINTSUGI automatically re-
trieves normal requests targeting the same API endpoint from
two complementary sources. The first source is historical pro-
duction logs: http requests that were processed successfully
without triggering security alerts, filtered by the target route
pattern. The second source is the application’s official unit
and integration test suite, which exercises the endpoint across
typical business scenarios, boundary conditions, and expected
error paths.

We replay the attacker’s prerequisite requests (e.g., authen-
tication) followed by the malicious request in a controlled
environment to ensure the application state (database, filesys-
tem) remains consistent with the original attack scenario.
This step assumes that prerequisite requests—typically docu-
mented in CVE reports or captured by IDS alert chains—are
available for reproduction. In practice, reconstructing the ex-
act server state may require snapshotting services or using
known setup steps, which is a common prerequisite for any
vulnerability analysis system that needs a reproducible trig-
ger.

4.2.2 Syscall Deviation Analysis

This stage identifies the vulnerable function by analyzing
behavioral deviations. We first apply path filtering to exclude
third-party libraries (e.g., ORMs, logging components) and
focus on the application’s source code.

Deviation Quantization. KINTSUGI compares the malicious
execution flow T, with the normal baseline 7,,,,,, by cal-
culating the behavioral deviation of functions f at the same
call-stack depth.

Inspired by prior anomaly detection research [15], which
suggests that a single similarity metric is insufficient to cap-
ture complex web attack patterns, we adopt a similar multi-
dimensional approach. We construct a feature vector D(f)
across three dimensions:

1) Resource Set Deviation (D ): Measures changes in the
scope of operation targets. We extract the set of resources S
associated with syscalls (including syscall types, file paths,
and process names) and use the Jaccard index [34]:

‘Smal N Snorm|
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This effectively identifies unauthorized access to sensitive
files or unexpected command execution.

2) Logical Structure Deviation (Dy,,): Measures syntactic
changes in the execution path. We transform the triggered
syscall sequence into an n-gram (n = 3) [51] frequency vector

v and calculate the cosine similarity:
Vial * Vnorm
Dsey(f) =1— ——— 2)
)= Monerm]

This metric is highly sensitive to insertions, deletions, or re-
ordering of execution logic.



3) Environmental Entity Deviation (D, ): Specifically tar-
gets server-side request forgery (SSRF) and unauthorized
outbound connections. We extract sets of unique destination
IPs (/) and ports (P) involved in the function. We define the

entity ratio as R(A,B) = % (where R = 1 if both sets

are empty, and O if only one is empty). The deviation is then:

1
Dent (f) =1- 5 (R([mah]norm) +R(Pmalapnorm)) (3)

The final anomaly score Score(f) is computed as the
weighted average of the multi-dimensional distance compo-
nents, after applying cross-sample normalization to ensure
comparability across different functions and trace instances.

Call-stack De-redundancy. In nested web calls, a deep vul-
nerability trigger often causes all parent callers to exhibit
statistical deviation. To achieve surgical precision, KINTSUGI
employs a call-stack anchoring strategy: 1) Syscall deviations
are recursively aggregated to their immediate parent functions.
2) The system prioritizes the deepest business function whose
deviation exceeds a predefined threshold. This strategy locks
onto the “immediate scene” of the deviation, focusing the
LLM’s attention on the most specific logic while preserving
the full call stack for global context.

4.2.3 Vulnerability Context Extraction

Once the vulnerable function is identified, KINTSUGI auto-
matically constructs a structured Vulnerability Context. This
context provides the LLM with the minimum sufficient infor-
mation required to resolve ambiguity, effectively mitigating
hallucinations caused by input overload. The components of
the vulnerability context are summarized in Table 1.

Table 1: Elements of the Vulnerability Context.

Element Description

Identity Full function name, file path, and line
ranges.

Code Snippet Complete function source code.

Call Stack Execution path from the web entry point

to the function.

Syscall diff between malicious and normal
execution.

Function parameter snapshots during the
attack.

Behavioral Gap

Runtime Snapshots

By condensing raw execution traces into this structured
format, KINTSUGI significantly reduces the data volume for
LLM processing while preserving the full causal chain from
low-level behaviors to high-level semantics.

4.3 Patch Generation

After localizing the vulnerable function and extracting the
execution context, KINTSUGI generates targeted mitigation

patches. Unlike traditional approaches that attempt to rewrite
business logic for a permanent fix, KINTSUGI produces a
declarative runtime policy patch. The core challenge lies
in leveraging the LLM’s semantic understanding to define
defense boundaries while overcoming model randomness
and hallucinations. We design a hybrid generation workflow
where the LLM guides semantic delimitation, while policy
details are automatically derived from historical traffic.

4.3.1 LLM-Guided Semantic Boundary Identification

The primary task of patch generation is to determine where to
apply interception. Enforcing strict syscall restrictions on an
entire function often interferes with legitimate auxiliary logic,
such as logging or exception handling. Therefore, we must
identify the minimal high-risk code block within the source
code that triggers the malicious behavior.

Prompt Design. We design a structured prompt that frames
the LLM as a security expert. The prompt provides the LLM
with: (1) Vulnerability Context, including the malicious pay-
load and syscall deviations; (2) Injection Primitives, such as
syscall_filter_begin/end; and (3) Surgical Constraints,
which mandate wrapping only the specific sensitive state-
ments (e.g., eval, include) to minimize side effects. The
complete prompt template and its detailed construction are
provided in Appendix C.

Refining Mitigation Placement. In practice, differential
analysis may yield multiple high-risk candidate functions.
KINTSUGI optimizes the placement of the mitigation using
the following logic:

1) Batch Filtering: The LLM performs an initial scan of
candidate functions to exclude those where syscall deviations
result from normal business fluctuations (e.g., cache updates
or timestamping) rather than vulnerabilities.

2) Call-stack Backtracing: This is an engineering optimiza-
tion. Sometimes the function flagged by differential analysis
is a low-level utility (e.g., a generic database wrapper or file
handler). Applying restrictions there could lead to global ser-
vice disruption. KINTSUGT guides the LLM to analyze the
call stack and determine if the mitigation should be shifted
“upwards” to a more context-aware Controller or Handler.
This ensures the defense has access to the original user-input
context, enabling more precise control.

Semantic Delimitation Output. The LLM outputs the mod-
ified code using a placeholder. For example, in a PHP envi-
ronment, the LLM wraps dangerous statements like eval ()
or include () with trigger markers, as illustrated in Fig-
ure 3. At this stage, the patch is not yet active; the specific
syscall whitelist is automatically populated in the subsequent
phase. This “delimit-then-fill” design effectively decouples
the LLM’s semantic reasoning from the deterministic execu-
tion of the security policy.



Before Mitigation

eval (Suser_input);

After Mitigation

syscall filter begin (SWHITELISTS);
eval (Suser_input);
syscall filter_end ($SWHITELISTS);

Figure 3: Example of LLM-guided semantic delimitation.

4.3.2 Profile-Guided Policy Refinement

Once KINTSUGI identifies the semantic boundaries and in-
jects the placeholder, the system must translate this into a
deterministic, executable policy. Relying on LLMs to recall
hundreds of low-level syscall names or complex network
configurations is error-prone. Instead, KINTSUGI employs
a Profile-Guided Derivation mechanism to generate robust
whitelists from historical execution traces.

Automated Policy Derivation. KINTSUGI first maps the
physical location of the injected markers to the source code
line range [Lgq,Leng]. It then retrieves normal execution
traces (as described in Section 4.2) to construct a least-
privilege baseline across two dimensions:

1) Syscall Whitelisting: The system extracts the union of
syscall types (e.g., openat, write) and their associated re-
source targets (e.g., file paths) triggered within the code inter-
val across all normal samples.

2) Network Boundary Derivation: KINTSUGI analyzes
socket-related syscalls (connect, sendto) to determine the
network footprint. If the normal profile only interacts with
specific IP ranges, the system automatically derives a routing
policy. By default, KINTSUGI categorizes network targets into
Internal (Private IP ranges as defined in RFC 1918 [46], e.g.,
10.0.0.0/8) and External (Public Internet). If the normal
execution only targets internal databases, the derived policy
will strictly prohibit any outbound connections to the public
internet during the execution of that block.

While KINTSUGI provides automated defaults, enterprise
network topologies can be complex. The system therefore
supports an optional Interactive Refinement step: before a
network-isolation patch is deployed, an analyst can review
the automatically derived egress rules and supplement them
with organization-specific CIDR blocks, trusted internal ser-
vices, or API gateway addresses. These additions are merged
into the cgroup-based routing policy, causing the sandbox
to allow the specified destinations in addition to the profiled
ones. This ensures that the mitigation stays aligned with the
actual deployment architecture without requiring the analyst
to define policies from scratch.

The decision to deploy an eBPF-based syscall filter, a

cgroup-based network restriction, or a hybrid of both is auto-
matically determined based on whether the behavioral devia-
tion involves file/process operations or network I/O.

Path Prefix Compression. Restricted code blocks frequently
access many legitimate files—for instance, temporary files
with randomized names. Writing each individual path into
the whitelist would exhaust the limited eBPF map entries and
incur high lookup overhead. We address this with a Path Prefix
Compression step that condenses a concrete set of file paths
into a compact set of directory-level prefixes. The idea is to
replace paths that share deep common ancestors with a single
prefix, thus drastically reducing rule count while granting
only the minimal additional privileges required. A greedy
algorithm selects the deepest prefixes that cover the largest
number of original paths, and a density threshold prevents
collapsing scattered files that would open unnecessarily broad
access. The full algorithm is described in Appendix D.

4.3.3 Patch Validation

To ensure that the generated runtime patches neutralize threats
without compromising application availability, KINTSUGI per-
forms automated validation in an isolated staging environment
before deployment. The validation process consists of two
primary dimensions:

Security Verification. The system replays the captured ma-
licious request against the patched application. A patch is
considered successful if the enforcement engine effectively
intercepts the anomalous operations (e.g., execve) within the
delimited code block. Success is defined by the exploit being
neutralized, and the generation of a corresponding audit log
entry.

Compatibility Verification. To prevent over-restriction and
false positives, KINTSUGI replays all collected normal traf-
fic—both the historical requests and the complete unit test
suite—against the patched application in a staging environ-
ment. A patch is automatically flagged as over-protective if
any legitimate request causes a policy violation within the
delimited code region (e.g., a benign openat call blocked
by the syscall whitelist). When this occurs, the system dis-
cards the failing patch and re-enters the generation loop: the
LLM may be prompted to adjust the code boundaries, or the
profile-guided module may recompute the whitelist against an
updated baseline, after which the patch is re-validated. This
iterative refinement continues until a patch passes both secu-
rity and compatibility checks, ensuring that occasional but
legitimate behaviors observed in the training data are accom-
modated before the policy reaches production.

Only patches that satisfy both security and compatibility
requirements are pushed to the production runtime engine.
This ensures a surgical mitigation that excises the malicious
capability while preserving the integrity of the business logic.



4.4 Dynamic Runtime Guarding

After patch generation and validation, KINTSUGI enters the
dynamic guarding phase. Rather than imposing global restric-
tions, KINTSUGI employs an on-demand activation mech-
anism: kernel-level defense backends are dynamically trig-
gered only when the execution flow enters a compromised
code region. This design ensures context-aware protection and
prevents policy conflicts in high-concurrency environments.

Why Kernel-Level Enforcement? We implement enforce-
ment directly in the kernel (via eBPF and cgroups) rather than
inside language interpreters for three practical reasons. First,
web applications heavily depend on opaque native depen-
dencies—PHP extensions, Python C modules, or Java Native
Interface (JNI) libraries—that execute native code invisible to
interpreter-level hooks. Kernel-level interception is the only
uniform point that covers both interpreted and compiled code
paths. Second, high-impact exploits such as deserialization-
based remote code execution often spawn child processes
through execve or clone. Once a shell or subprocess starts,
it runs entirely outside the interpreter, and no runtime-level
sandbox can reliably constrain it. eBPF programs, by contrast,
are inherited across process forks and can restrict the en-
tire process tree. Third, a single kernel-level engine provides
cross-ecosystem consistency: it handles PHP, Python, and
Java uniformly, whereas interpreter-level sandboxing would
require separate, language-specific mechanisms, each with its
own bypass surface. This choice does introduce deployment
requirements (privileged eBPF installation) which we discuss
further in Section 6.

4.4.1 Request-Scoped Policy Activation

To achieve isolation between concurrent requests, KINTSUGI
maps the web application’s execution model to the kernel’s
process/thread context.

Policy Signaling and Mounting. Once deployed, the trigger
points injected into the source code serve as the communi-
cation interface between the user-space application and the
kernel-space engine. When a request hits a trigger point, it
transmits a control packet containing a policy identifier and a
whitelist hash to the kernel via the prct1 syscall.

Context-Aware Enforcement. Upon receiving a signal,
KINTSUGTI extracts the execution flow’s identity (tgid/tid)
and binds it to the request-specific whitelist via a global eBPF
map. This binding initiates a stateful lifecycle: the thread is
marked as restricted before entering high-risk logic, enforcing
syscall or cgroup-level constraints that transitively apply to
any child processes. Upon exiting the vulnerable region, the
system atomically clears the restriction status.

Such fine-grained, request-scoped activation ensures that
defense policies are strictly confined to the compromised
execution path, preserving the performance of concurrent
legitimate traffic.
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Figure 4: An example of eBPF-based syscall filtering.

4.4.2 Kernel-Level Syscall Filtering via eBPF

As illustrated in Figure 4, upon policy activation, KINTSUGI
leverages eBPF to intercept dangerous syscalls in the kernel.
To achieve fine-grained parameter control under strict kernel
execution constraints, we address both instruction complexity
and performance overhead.

Whitelist-based Type Filtering. KINTSUGI’s core defense
logic is deployed at kernel syscall tracepoints. When a re-
stricted thread initiates a syscall, the eBPF program retrieves
its corresponding whitelist. If the syscall type is unauthorized
(e.g., execve during template parsing), the engine intercepts
the execution and forces a return value of ~-EPERM. This ap-
proach neutralizes malicious behavior without terminating
the process, ensuring service continuity.

Fine-grained Parameter Constraints. Simple type filter-
ing cannot prevent logical abuses, such as using a legiti-
mate openat to read sensitive system files. Consequently,
KINTSUGI implements path-prefix filtering. However, direct
string matching in the kernel faces two bottlenecks: 1) Mem-
ory Overhead: Frequent copying of long paths from user-
space to eBPF stack space causes significant performance
degradation under high concurrency; 2) Verifier Constraints:
The eBPF verifier limits loop iterations and instruction counts,
making variable-length string comparisons inefficient.

To resolve this, we design a lightweight matching mech-
anism based on pre-computed hashes: 1) Policy Hashing:
During patch generation, path prefixes in the whitelist are
pre-computed into fixed-length hashes (e.g., FNV-1a [17]).
This significantly compresses the policy storage in kernel
maps. 2) Minimized On-demand Copying: Instead of copy-
ing the entire path, the engine reads only the first L, bytes
from user-space, where L, is the length of the longest prefix
in the whitelist. This truncated read minimizes data transfer.
3) Single-pass Hash Matching: The eBPF engine performs
an incremental hash of the truncated fragment and executes
a direct equality comparison against the pre-stored hashes.
This transforms non-deterministic string operations into fixed-
length memory copies and numerical comparisons, bypassing
verifier limitations and ensuring minimal overhead.



4.4.3 Network Resource Constraint via Cgroup

Web attacks such as SSRF often involve unauthorized out-
bound connections. To restrict network access within compro-
mised code blocks, KINTSUGTI utilizes Linux control groups
(cgroups) for request-level resource management.

Network Semantic Isolation. Traditional firewall rules are
typically bound to processes or IPs, failing to distinguish
between concurrent web requests. KINTSUGI utilizes the
net_cls subsystem to construct a dynamic network sand-
box. When a request hits a trigger point, the system migrates
the execution flow (via its TID) to a restricted cgroup node.
This node is assigned a specific ClassID, allowing the kernel
to tag every packet originating from that thread.

Request-level Dynamic Routing. In conjunction with
iptables, KINTSUGI enforces fine-grained network isolation
by tagging packets with the thread-specific ClassID. Once
arequest enters a protected code block, the engine automat-
ically applies the network policies derived in Section 4.3.
These policies typically include RFC 1918 [46] private range
restrictions or custom enterprise topology rules defined dur-
ing the refinement phase. By routing traffic based on these
request-scoped tags, KINTSUGI ensures that any unauthorized
outbound connections such as SSRF or data exfiltration are
intercepted at the kernel level without impacting the connec-
tivity of concurrent legitimate requests.

Hierarchical Inheritance and Cleanup. To handle asyn-
chronous tasks or child processes, KINTSUGI leverages the
hierarchical inheritance of cgroups. All descendant tasks of
a restricted thread automatically inherit the same ClassID,
preventing attackers from bypassing restrictions via reverse
shells. Once the code block exits, the thread is moved out of
the net_cls node, lifting the restrictions. This cgroup-based
approach complements eBPF filtering, providing comprehen-
sive behavioral constraints from low-level calls to high-level
communication without disrupting network configurations.

Comparison with Global Sandboxing. A natural alternative
is to enforce the same syscall and network restrictions globally
for the entire application. However, web servers process con-
current requests in interleaved fashion; a single system-call
stream observed by a global monitor is a mixture of multi-
ple independent http transactions. Global filtering therefore
cannot determine which request triggered a particular syscall,
making it impossible to apply different policies to different
requests without introducing false positives on benign traffic.
By anchoring policy activation to LLM-injected trigger points
inside the application code, KINTSUGI binds restrictions to
the specific execution context that reaches a vulnerable snip-
pet. This request-scoped strategy preserves the concurrency
and functional integrity of the rest of the server, as evidenced
by the low overhead on non-targeted APIs reported in Sec-
tion 5.6.

5 Evaluation

We designed our experiments to answer the following research
questions:

1) How effectively does KINTSUGI block diverse real-
world web attacks compared to LLM-direct repair baselines?
(Section 5.2)

2) To what extent can the syscall-based differential analysis
narrow down the candidate vulnerable functions and reduce
the context size for subsequent LLM analysis? (Section 5.3)

3) How do the semantic boundary identification, profile-
guided policy derivation, and the choice of different LLM
backends affect the mitigation? (Ablation Study, Section 5.4)

4) How does KINTSUGI perform a full-lifecycle response
against a real-world vulnerability? (Case Study, Section 5.5)

5) What is the end-to-end latency of the patch genera-
tion workflow and the runtime performance impact on high-
concurrency applications? (Section 5.6)

5.1 Evaluation Setup

Benchmark Construction. To evaluate KINTSUGTI’s effec-
tiveness on the class of exploits it targets, we construct a
benchmark consisting of 27 publicly disclosed and repro-
ducible CVEs that involve OS-level behavioral divergence.
These span three major web development stacks—PHP (10),
Python (10), and Java (7)—and cover remote code execution,
command injection, unsafe deserialization, SSRF, and related
categories. As summarized in Table 2, the selected CVEs map
to 8 out of the OWASP Top 10 (2025) [4] categories. Vul-
nerabilities that do not typically produce syscall-level devia-
tions (e.g., cryptographic failures, logging misconfigurations,
pure access-control flaws) are outside the intended scope of
KINTSUGI and are therefore not included in the benchmark.
For each CVE, we provide a fully functional environment
using Docker to ensure reproducibility. For asynchronous sce-
narios (e.g., Plone’s worker queues Y03), we instrument task
dispatch and execution points to maintain causality, ensuring
request-level policy consistency across thread boundaries.

Patching Patterns. To demonstrate KINTSUGI as a robust
alternative when permanent code-level fixes are challenging,
we categorize official patches into five types: (A) Sanitiza-
tion, filtering malicious inputs; (B) Access Control, adding
authentication checks; (C) Functional Deprecation, removing
vulnerable features; (D) Structural Refactoring, large-scale
logic changes (e.g., replacing pickle with json); and (E) De-
pendency Update, upgrading third-party libraries. While types
D and E represent significant challenges for automated source-
to-source repair tools (e.g., LLM-direct baselines), KINTSUGI
is specifically designed to mitigate them via surgical runtime
policy injection.

Traffic Generation. Baseline traffic is derived from official
unit tests, while malicious traffic uses public PoCs. We manu-



Table 2: Overview of the evaluation benchmark.

ID CVEID App. Vuln. Type OWASP Repair
PHP Ecosystem

PO1 2015-8562 Joomla Deserialization A08  Type C
P02 2016-5734 phpMyAdmin Code Injection AO05  TypeD
P03 2018-1000533 GitList Argument Injection A0S  Type A
P04 2018-7600 Drupal RCE (Input Handling) A05  Type A
P05 2021-26120 CMSMS SSTI AO05 TypeB
P06 2022-46169  Cacti Command Injection A07  Type D
P07 2023-40033  Flarum SSRF A0l Type A
P08 2023-41892  CraftCMS Object Injection A0S  Type A
P09 2024-25737  VuFind SSRF (Proxy) A0l  Type A
P10 2024-25738  VuFind SSRF (Config) A06  Type A
Python Ecosystem

YOl 2017-18638  Graphite SSRF A0l  TypeC
Y02 2018-16509  Pillow Supply Chain A03  TypeE
Y03 2021-33926  Plone Info Leak (RSS) Al10  TypeC
Y04 2022-4223 pgAdmin Injection A0l  TypeB
Y05 2023-37941  Superset RCE (Pickle) A08  Type D
Y06 2023-47116  Label Studio SSRF (DNS Rebind) A10  Type D
Y07 2023-5002 pgAdmin Injection AO05 TypeD
Y08 2024-39705 NLTK Deserialization A08  Type D
Y09 2025-2945 pgAdmin Code Inj. (Eval) A05  Type D
Y10 2025-31116 ~ MobSF SSRF (DNS Rebind) A10  Type D
Java Ecosystem

Jo1 2018-1273 Spring SpEL Injection AO05  Type A
JO2 2022-22947  Spring Actuator Injection A02  TypeB
JO3 2022-22963  Spring SpEL Injection A05  TypeC
J04 2022-25845  Fastjson Deserialization A08  Type C
JO5 2022-42889  Commons Interpolation RCE A03  TypeC
JO6 2023-49070  OFBiz Deserialization A08 TypeB
JO7 2024-45507  OFBiz RCE (XML Load) A0l Type A

ally craft Variant Payloads (obfuscation/encoding) to test the
robustness of syscall whitelists against polymorphic attacks.

LLM Configurations. To leverage the latest advancements
in reasoning and code understanding, we employ a hierarchy
of LLMs as our reasoning backends. For our primary experi-
ments (RQ1, RQ2, RQ4, RQS5), we use DeepSeek-V3.2 (685B,
Dec 2025), a state-of-the-art open-weights model optimized
for complex reasoning tasks. To evaluate the robustness of
KINTSUGTI across different model capacities (RQ3), we also
incorporate a suite of models released in 2025: DeepSeek-
V3.1 (685B, Nov 2025) for longitudinal comparison, and the
QOwen-3 series including Qwen3-235B-A22B (Jul 2025) and
the compute-efficient Qwen3-32B (Apr 2025).

Implementation Details. We implemented a KINTSUGI pro-
totype with a Python-based control plane and an eBPF/cgroup-
powered defense plane. To support diverse backends, we de-
veloped lightweight instrumentation plugins for PHP (Zend
extension), Python (sys.settrace), and Java (Java Agent).
Detailed implementation mechanics are provided in Ap-
pendix E. All experiments are conducted on a server with
an AMD Ryzen 9 9950X3D 16-Core CPU and 128GB RAM,
running Ubuntu 24.04.3 LTS with Linux Kernel 6.14.0.

5.2 RQI1: Effectiveness of Vulnerability Miti-
gation

In this section, we evaluate the end-to-end mitigation capa-
bilities of KINTSUGI and compare it against two primary
baselines: LLM-Direct Repair and Global Policy Enforce-
ment.

Baseline Configurations. To ensure a rigorous comparison
against the state-of-the-art, we define the following baselines:

e Context-rich LLM-Direct Repair: We select state-of-the-art
source-to-source repair methodologies, specifically drawing
inspiration from multi-stage reasoning and CoT prompt-
ing techniques in APPATCH [40] and SAN2PATCH [31].
To establish a strong baseline and ensure a fair compari-
son, we enhance this model by providing it with the exact
same fine-grained runtime context (e.g., vulnerable func-
tions and syscall deviations) that KINTSUGT’s localization
stage identifies. This configuration tests the upper-bound
performance of SOTA code-rewriting approaches when
given the vulnerability-location information.

* Global Policy Enforcement (Phoenix [30]-style): This
baseline applies KINTSUGI ’s generated syscall and net-
work whitelists at a coarse, application-wide level (via
global seccomp or iptables) rather than KINTSUGTIs fine-
grained, per-request injection. This directly evaluates the
necessity of our contextual enforcement mechanism over
simpler, static approaches.

Evaluation Metrics. We define three key metrics: (1) Suc-
cess Rate (SR): The percentage of cases where the mitigation
successfully blocks the PoC and its variants. (2) Pass Rate
(PR): The percentage of official unit tests that pass after the
patch is applied, measuring business continuity. (3) Local-
ization Consistency (LC): Whether the KINTSUGI injection
point resides within the same logical scope as the official fix.

Overall Mitigation Results. As summarized in Table 3,
KINTSUGI achieved a 100% Success Rate and 100% Pass
Rate across all 27 CVEs. On average, the system requires
only 1.07 iterations to generate a valid policy, indicating that
the profile-guided refinement is highly deterministic.

In contrast, LLM-Direct Repair achieved an overall SR
of only 63.0%. We observed that while LLMs can generate
simple patches, they often fail to handle complex logic mi-
grations. For instance, in pickle-related RCEs (Y05, Y08),
LLMs failed to safely replace serialization logic, whereas
KINTSUGI successfully neutralized the threat by surgically
restricting syscalls within the existing pickle.load context.

Localization and Robustness. KINTSUGI achieved an LC
of 70.4%. Manual analysis reveals that KINTSUGI often en-
forces policies at the Sink (vulnerable execution point) rather
than the Source (input entry) targeted by official fixes. This
behavioral-level defense makes KINTSUGI resilient against
Variant Payloads (e.g., obfuscation); while syntactic filters



Table 3: Mitigation Effectiveness and Localization Consistency. SR (Success Rate) denotes the percentage of exploits blocked;
Pass denotes the percentage of unit tests passed. Loc. Consist. measures if the injection point matches the logical scope of the

official fix.
Repair Type Count KINTSUGI Loc. Consist. LLM-Direct Repair Avg. Iter.
SR PR SR PR (KINTSUGI)
Type A (Sanitization) 8 100.0% 100.0% 75.0% 62.5% 62.5% 1.12
Type B (Access Control) 4 100.0% 100.0% 50.0% 75.0% 50.0% 1.00
Type C (Deprecation) 6 100.0% 100.0% 66.7% 66.7% 66.7% 1.00
Type D (Refactoring) 8 100.0% 100.0% 75.0% 62.5% 62.5% 1.10
Type E (Dependency) 1 100.0% 100.0% 100.0% 0.0% 100.0% 1.00
Overall 27 100.0%  100.0% 70.4% 63.0% 63.0% 1.07
Top 80% Area . . . . .
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Figure 5: Granularity of generated policies across differ-
ent ecosystems. The red star (x) denotes the global average
(§ = 3.48,P = 5.37). The shaded area represents the 80th
percentile density, showing that most policies are surgically
precise with fewer than 6 syscalls and 7 argument constraints.

can be bypassed, the underlying syscall patterns remain con-
stant. Furthermore, for vulnerabilities like DNS Rebinding
(Y06, Y10), this sink-based approach avoids the complex,
error-prone logic refactoring that LLMs struggle with.

The Failure of Global Policies. The Global Policy baseline
failed to maintain business continuity (0% PR) in all cases due
to semantic conflicts. For example, blocking internal IP access
globally to prevent SSRF also severed legitimate database
connections. Similarly, restricting execve globally prevented
the interpreter’s bootstrapping. These failures confirm that
Request-scoped Policy Injection is essential for maintaining
availability in heterogeneous web environments.

Policy Granularity Analysis. Figure 5 illustrates the preci-
sion of KINTSUGTI’s policies. On average, a policy consists
of 3.48 syscalls and 5.37 argument constraints. PHP policies
are the most concise (Avg. S = 2.5), while Python/Java re-

5.3 RQ2: Accuracy and Efficiency of Differen-
tial Localization

The effectiveness of KINTSUGTI’s mitigation relies on its
ability to isolate vulnerable functions from the vast execu-
tion space of modern web applications. We evaluate this by
comparing KINTSUGI’s differential analysis against a Full-
Context LLM Localization baseline, where we provide the
LLM with all internal application functions executed during
the malicious request.

Complexity Reduction. As summarized in Table 4, a single
http request in our benchmark traverses an average of 226.1
unique functions, spanning 32,520 tokens of source code.
In extreme cases such as Drupal (PO4), the execution path
involves over 1,600 functions and exceeds 200k tokens, which
far surpasses the reliable reasoning window of even the most
advanced LLMs.

KINTSUGTI’s syscall-based differential analysis achieves
surgical precision in filtering this noise. On average, it re-
duces the search space to just 1.74 high-risk candidate func-
tions, representing a 90.7% reduction in function count and
an 86.5% reduction in token volume globally. As shown in
Table 4, the reduction is particularly significant in the PHP
ecosystem (98.0% token reduction), where large frameworks
often introduce massive amounts of boilerplate code that is
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Figure 6: Impact of context size on localization. Grey bars
represent the original token count (log-scale), while blue bars
represent the reduced tokens after KINTSUGI’s localization.
The red line shows the smoothed trend of LLM success rate,
which decreases as the original context size grows.

irrelevant to the vulnerability.

Impact on LLM Reasoning. To further investigate how this
reduction affects mitigation, we visualize the relationship be-
tween context size and LLM localization accuracy in Figure 6.
In this experiment, we sort the 27 cases by their original token
count (grey bars).

The results demonstrate a clear inverse correlation: as the
context size increases, the LLM’s success rate in identify-
ing the vulnerability (red trend line) exhibits a sharp decline.
When the context is small (< 2k tokens), the LLM can occa-
sionally locate the vulnerable functions; however, when faced
with real-world framework-level execution traces (> 10k to-
kens), the success rate fluctuates and collapses towards zero.
By contrast, KINTSUGI’s localization (blue bars) consistently
compresses the context to a manageable size (typically < 1k
tokens), regardless of the application’s complexity.

5.4 RQ3: Ablation Study

To understand the contribution of each component in
KINTSUGI, we conduct an ablation study focusing on two
key design choices: (1) the robustness across different LLM
backends, and (2) the reliability of our profile-guided policy
derivation versus direct LLM policy generation. We select 6
representative cases (P04, P07, Y06, Y08, J02, JO5) covering
all ecosystems and enforcement backends.

Impact of LLM Backends. We evaluate KINTSUGI using
four state-of-the-art open-weights LLM models (Table 5). The
results demonstrate that KINTSUGTI is robust across various
backends, consistently achieving a 100% mitigation success
rate. While simpler cases like YO8 and JO2 consistently con-
verge in a single iteration across all models, more complex
scenarios (e.g., P04 and Y06) require multiple iterations to

resolve. We observed that less capable models may occasion-
ally struggle with minor syntactic mapping errors or function
selection in these complex cases, leading to a higher iteration
count. However, KINTSUGI’s automated validation loop ef-
fectively captures these regressions and guides the models
toward correct boundaries in subsequent steps, demonstrating
that our iterative framework effectively compensates for the
inherent stochasticity of different black-box models.

Table 5: Ablation of LLM Backends (Measured by Iteration
Count).

CaseID DS-V3.2 DS-V3.1 Qwen3-235B-A22B  Qwen3-32B
P04 1.2 1.4 1.8 1.2
P07 1.0 1.0 1.2 14
Y06 1.6 3.0 3.0 1.6
Y08 1.0 1.0 1.0 1.0
JO2 1.0 1.0 1.0 1.0
JO5 1.0 1.0 1.0 2.0

Profile-Guided vs. Direct LLM Policy Generation. We
compare KINTSUGT’s hybrid approach against a “Direct LLM
Policy” baseline (LLM writes syscall/argument whitelists di-
rectly). Within a 10-iteration limit, the baseline failed in all
4 syscall-based cases due to: (1) Hallucination: suggesting
non-existent or architecture-incompatible syscalls; and (2)
Semantic Over-fitting: predicting argument constraints from
training data rather than actual runtime behavior, causing ei-
ther bypasses or service breakage. Conversely, KINTSUGI
uses LLMs only for semantic boundary identification, leaving
the deterministic policy derivation to profile-guided analy-
sis—a combination that ensures both precision and stability.

Contribution of Differential Localization. As evidenced in
Section 5.3, without differential noise filtering, LLM localiza-
tion accuracy collapses as context grows. This confirms that
syscall-based differential analysis is the indispensable pre-
requisite for any LLM-driven mitigation in framework-heavy
environments.

5.5 RQ4: Case Study

To illustrate KINTSUGI’s full-lifecycle response, we con-
ducted a detailed case study on a critical RCE in Apache
Superset (Y0S5) involving complex pickle deserialization.
Our analysis demonstrates how KINTSUGTI successfully iso-
lates the vulnerable sink (pickle.loads) from a trace of over
19k tokens and enforces a surgical eBPF-based policy that
blocks malicious execve calls without affecting legitimate
dashboard functionality. The complete step-by-step analysis,
including the localization process and policy synthesis details,
is provided in Appendix F.



Table 6: Offline performance statistics across 27 CVEs.

Metric Mean Median P95 Max
Data Prep (s) 309.7 33.8 1,677.0 11,9924
Localization (s) 82.7 7.1 538.3 731.3
Synthesis (s) 63.2 44.8 124.5 240.8
Total Latency (s)  455.6 102.0 1,981.2 2,829.1
Token Usage 8,381 5,341 19,943 35,168
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Figure 7: Cumulative Distribution Function (CDF) of end-to-
end response latency across 27 CVEs. The x-axis is in log
scale to accommodate the long-tail distribution. Over 50% of
cases are mitigated within 102 seconds.

5.6 RQS: System Performance and Runtime
Overhead

End-to-End Response Latency. We evaluate the offline ef-
ficiency of KINTSUGI by measuring the time elapsed from
capturing a malicious request to deploying a validated run-
time policy. As summarized in Table 6, KINTSUGI achieves a
median end-to-end latency of 102.0 seconds.

The latency is primarily composed of three stages: data
preparation, differential localization, and policy synthesis.
The median localization time is only 7.1s, and policy syn-
thesis takes 44.8s. Even in the most complex case, the total la-
tency remains under 48 minutes (2,829.1s), while the average
response time is approximately 7.6 minutes (455.6s). Figure 7
presents the Cumulative Distribution Function (CDF) of the
total latency. Notably, over 50% of the vulnerabilities can
be mitigated within less than 2 minutes. This rapid response
capability is critical for closing the “window of vulnerability”
before a permanent vendor patch is available.

Token Usage and Cost. The average token usage per vulnera-
bility is 8,381 (Median: 5,341). Based on the model’s pricing
structure from OpenRouter [2], the average financial cost per
mitigation is approximately 0.0023 USD. For the 95th per-
centile (19,942 tokens), the cost per case is approximately
0.0055 USD.

Runtime Performance Overhead. To evaluate the impact

Table 7: Runtime performance overhead across different en-
forcement backends. Targeted refers to APIs containing pol-
icy triggers, while Other refers to baseline business APIs.

ID Backend Targeted API Other API

RPS Drop Lat. Inc. RPS Drop Lat. Inc.

P04 eBPF 8.73% 10.00% 1.28% 1.41%
P07 Network <0.1% <0.1% <0.1% <0.1%
JO2 eBPF 0.92% 0.85% <0.1% <0.1%
JO5 eBPF 22.02%  29.53% 3.71% 3.78%
Y06 Network 6.19% 3.67% 3.19% 2.17%
Y08 eBPF 1.36% 11.14% 5.08% 1.33%

Avg. 6.54% 9.20% 2.21% 1.45%

of KINTSUGT on production traffic, we perform stress testing
using wrk on the representative subset defined in Section 5.4.
The benchmarks are conducted with 50 concurrent connec-
tions across 8 threads for a duration of 30 seconds per run,
ensuring the system reaches a steady state. These cases pro-
vide a comprehensive cross-ecosystem evaluation, covering
both eBPF-based syscall filtering (P04, J02, JOS, Y08) and
cgroup-based network isolation (P07, Y06). We measure the
Throughput (RPS) and Latency for two types of requests: (1)
Targeted APIs that trigger the injected runtime policies, and
(2) Other APIs that represent normal business logic without
vulnerabilities.

As shown in Table 7, the performance impact of KINTSUGI
is localized. For Targeted APIs, the average throughput drop
is 6.54% with a latency increase of 9.20%. The overhead
peaks in JO5 (29.53% latency increase), representing a worst-
case scenario where the protected code block involves the
initialization of a scripting engine (Nashorn). This process
triggers a high density of syscalls—including extensive file
1/O for class-loading and memory management—all of which
must be individually intercepted and validated by the eBPF
backend within the restricted context.

Crucially, the impact on Other APIs remains minimal, with
an average RPS drop of 2.21% and a 1.45% latency increase.
This confirms the effectiveness of our request-scoped activa-
tion: eBPF and cgroup constraints are dynamically engaged
only within marked boundaries, allowing KINTSUGTI to pro-
tect high-concurrency environments with negligible impact
on non-vulnerable traffic.

6 Limitation and Discussion

Availability of Behavioral Baselines. The effectiveness of
KINTSUGTIs policy derivation relies on the availability of nor-
mal execution traces. In modern DevSecOps environments,
such baselines are readily accessible through multiple chan-
nels, including regression test suites during CI/CD, histori-
cal traffic logs from production, and traffic mirroring in ca-
nary deployments. Our requirement for a behavioral base-



line aligns with the standard assumptions of state-of-the-art
anomaly detection and provenance-based investigation sys-
tems [11, 15,55].

Scope of Applicability. KINTSUGI provides runtime con-
tainment for web exploits whose successful execution pro-
duces observable syscall deviations from normal applica-
tion behavior. This class prominently includes remote code
execution, command injection, unsafe deserialization, and
server-side request forgery. The system’s design follows the
established paradigm of audit-log-based forensics and prove-
nance analysis [25, 38], in which behavioral divergence at
the OS level serves as the fundamental prerequisite for auto-
mated detection and response. Consequently, KINTSUGI is
not intended to neutralize vulnerabilities that operate purely at
the application-semantic layer without OS-visible side effects,
such as broken access control, IDOR, or most cross-site script-
ing (XSS). In practice, it complements app-layer defenses that
address those classes rather than replacing them.

Mitigation vs. Permanent Patching. KINTSUGI is intended
as an immediate containment measure that operates at the
impact site of an exploit. For complex exploit chains, such as
second-order stored injections, the system typically enforces
policies at the point where the payload triggers OS-level ac-
tions, rather than at the original injection source. While this
effectively neutralizes post-exploitation behavior, it treats the
symptoms rather than the root cause. The system therefore
serves as a stop-gap shield, giving security engineers time to
develop and test a permanent logic-level fix.

Deployment Constraints. The kernel-level enforcement
backends (eBPF and cgroups) require KINTSUGI’s control
plane to be installed with elevated privileges on the host. In
managed cloud environments or shared hosting platforms
where customers cannot load custom eBPF programs or
modify cgroup hierarchies, deploying KINTSUGI may be re-
stricted. This trade-off is inherent to any security mechanism
that places enforcement points at the OS kernel layer, and
it limits the system’s applicability to infrastructure where
operators retain low-level access to the kernel. Additionally,
the offline analysis pipeline assumes that application source
code and instrumented runtime environments are available; in
fully closed-source or SaaS-only deployments, localizing and
patching may not be feasible without vendor cooperation.
Behavioral Envelope and Mimicry. Because KINTSUGI de-
rives its runtime policies from previously observed normal
behavior, an exploit that stays entirely within the historical
OS-level activity envelope could evade containment. For ex-
ample, a multi-stage attack that initially only performs file
reads already present in the baseline would not be intercepted
at that stage. In practice, the threat model that KINTSUGI
addresses involves exploits that need to execute qualitatively
new OS actions—such as spawning a shell, binding a socket,
or accessing sensitive system files—to achieve their intended
impact. For such exploits, the small, code-snippet-scoped
whitelists leave little room to maneuver without introduc-

ing anomalous syscalls. Nevertheless, the system offers con-
tainment only against post-exploitation behaviors that devi-
ate observably from the learned profile; it is not a general
intent-recognition mechanism. This represents an inherent
trade-off in behavioral containment approaches that operate
at the syscall level.

Baseline Incompleteness. The quality and completeness of
the derived policies depend on how well the collected normal
traces represent the application’s legitimate runtime behavior.
If a valid but rare execution path is absent from both the pro-
duction logs and the test suite, the initial auto-derived policy
may block that path when encountered in production. The
staged validation loop described in Section 4.3 is designed
to catch such mismatches during pre-deployment testing, but
only for behaviors already present in the available traces. In-
creasing trace diversity—for example, by supplementing unit
tests with canary-traffic replay or extended soak testing—can
further reduce this risk. In its current design, KINTSUGI ac-
cepts a coverage-quality trade-off inherent to any behavioral
profiling system.

7 Related Work

Vulnerability Localization. Traditional localization relies on
program slicing [39], spectrum analysis [59], or delta debug-
ging [60]. These methods typically require program crashes
as logical anchors, making them ineffective against non-
crashing web vulnerabilities (e.g., RCE). Domain-specific
tools like ICSPatch [44] and AIVL [9] utilize Data Depen-
dence Graphs or System Call Flow Graphs for binary auditing.
However, they struggle with the dynamic control flows of in-
terpreted languages and lack request-context awareness in
high-concurrency environments. KINTSUGI achieves preci-
sion via function-level differential analysis of runtime traces
without relying on static models or crash triggers.

Vulnerability Patching and Repair. Automated repair has
transitioned from constraint-based methods (e.g., Extract-
Fix [19], VulnFix [61]) to LLM-driven syntactic rewriting
(e.g., VulRepair [18], APPATCH [40], SAN2PATCH [31]).
While effective for simple bugs, these approaches risk break-
ing core business logic when vulnerabilities reside in function-
ally necessary code. Furthermore, complex logic repairs often
require architectural refactoring beyond current LLM capa-
bilities [12]. KINTSUGI sidesteps these risks by enforcing
runtime constraints instead of performing potentially destruc-
tive source code modifications.

Syscall Sandboxing and Least-Privilege Approaches. Con-
straining process capabilities at the syscall boundary is a
foundational defense strategy. Early systems such as Sys-
trace [43] and the kernel-level access-control framework of
Bernaschi et al. [6] showed that intercepting syscalls can
prevent unauthorized operations, but they required manually
authored policies. Later work automated policy generation



through static analysis and temporal specialization, produc-
ing application-specific or container-wide syscall sets from
binaries or interpreter-to-kernel mappings [7, 13,20, 33, 56].
Falco [5] monitors syscall events for threat detection, while
IDS-style frameworks like HOLMES [38] and MORSE [25]
identify attack patterns from syscall traces.

These efforts operate proactively: they compute a reduced
syscall surface before deployment under normal operating
assumptions. KINTSUGI, in contrast, is designed for reac-
tive, post-exploitation containment—an attack has already
been observed, and the system must generate a temporary,
request-scoped policy within minutes. Rather than statically
analyzing the entire application, KINTSUGI derives its re-
stricted syscall set from the deviation between a captured at-
tack trace and normal execution at the same endpoint, anchor-
ing enforcement to a specific code snippet. This attack-driven,
request-level approach complements proactive hardening by
filling the response gap before a permanent fix is available.

Policy-based Runtime Defense. Runtime defense intercepts
malicious behavior via external rules. Phoenix [30] uses Sec-
comp and provenance analysis for stateful filtering, while
VulShield [36] provides non-intrusive virtual patching for
binaries. Global enforcement of syscall or network policies,
however, cannot attribute individual syscalls to specific re-
quests in high-concurrency web servers, leading to false pos-
itives. Binary-level protections [10, 26, 36] are also inappli-
cable to interpreted languages that lack DWARF metadata.
KINTSUGI bridges this gap by binding high-level request con-
text with low-level enforcement, enabling per-request policy
activation without disrupting concurrent legitimate traffic.

eBPF for Dynamic Security. eBPF is increasingly used for
efficient security enforcement. Recent works leverage eBPF
to enhance Seccomp with stateful filtering [29] or dynamic
policy switching [48]. KINTSUGI extends this paradigm by
using LLMs to inject “Policy Trigger Point” into source code,
enabling eBPF to provide request-level isolation and fine-
grained behavioral control with minimal overhead.

8 Conclusion

We presented KINTSUGI, a runtime containment system
that bridges code-level semantics with kernel-level enforce-
ment for web exploits that produce observable syscall de-
viations. Through request-scoped runtime policy injection,
KINTSUGI uses LLMs for precise semantic delimitation,
avoiding error-prone code rewriting. The system automat-
ically localizes OS-level behavioral anomalies via differential
analysis and deterministically derives least-privilege policies
from historical traffic. Evaluation on 27 CVEs spanning RCE,
command injection, deserialization, and SSRF shows that
KINTSUGI neutralizes these high-impact exploits with a me-
dian response time of 102 seconds. It maintains a minimal
performance footprint on non-targeted traffic, with a 2.21%

RPS drop in concurrent workloads and a 9.2% latency over-
head on protected APIs.

A Ethical Considerations

Stakeholders and Impacts. We identify the following pri-
mary stakeholders:

* Application Owners and Users: These stakeholders benefit
from the "Beneficence" of our work, as KINTSUGI pro-
vides immediate protection against active exploits during
the high-risk window before a permanent patch is deployed,
thereby safeguarding user data and ensuring service avail-
ability.

e Security Researchers and Developers: Our methodology
assists developers by automating the tedious process of vul-
nerability localization and providing a "stop-gap" defense
that reduces the pressure of emergency patching.

* The Broader Internet Ecosystem: By neutralizing active ex-
ploits (such as RCE) at the kernel level, KINTSUGI prevents
compromised servers from being used as pivot points or
botnet nodes, serving the "Public Interest."

Potential Harms and Mitigations. A potential tangible harm
is the risk of "False Positives"—where an over-restrictive
runtime policy might disrupt legitimate business logic. We
mitigate this by: (1) using differential analysis to ensure sur-
gical precision, (2) deriving whitelists from actual historical
"normal" traffic, and (3) implementing an automated valida-
tion pipeline in a staging environment before any policy is
deployed to production.

Another consideration is the dual-use nature of auto-
mated tools. While an attacker might theoretically use our
localization techniques to better understand a vulnerability,
KINTSUGI requires access to internal source code and high-
fidelity execution traces (e.g., eBPF/instrumentation data),
which are typically only available to legitimate system ad-
ministrators and defenders. Research Procedures. Our ex-

periments were conducted using publicly available CVEs and
widely used open-source web frameworks (e.g., CMS Made
Simple, Craft CMS). No private user data was harvested or
utilized during our evaluation; all "normal traffic" baselines
used for differential analysis were generated using standard
automated testing suites and synthetic workloads.

Decision to Proceed. We believe the benefits of providing an
automated, request-scoped defense mechanism far outweigh
the potential risks. The current manual response cycle for
web vulnerabilities is a major source of systemic risk, and
KINTSUGTI offers a transparent, deterministic, and verifiable
way to reduce this risk without the "black-box" dangers of
fully autonomous code rewriting.



B Open Science

KINTSUGI is committed to open science, reproducibility, and
transparency. The public artifact is available on Zenodo:

https://doi.org/10.5281/zenodo.20551685

The artifact provides the implementation and evaluation
materials for KINTSUGTI. It contains the source code of the mit-
igation pipeline, PHP/Python/Java CVE case-study harnesses,
normal and malicious traffic scripts, runtime tracing compo-
nents, eBPF/syscall-filtering components, network-filtering
components, and documentation for setting up and running
representative examples.

At a high level, the artifact takes vulnerable CVE environ-
ments, paired normal and malicious requests, and optional
LLM API configuration as inputs. It then traces application
runtime behavior, identifies vulnerability-related execution
differences, uses LLM-assisted reasoning to locate mitiga-
tion points, and derives runtime policies that block malicious
behavior while preserving benign requests. The generated
outputs include vulnerability-specific policy trigger points,
syscall/network filtering configurations, execution logs, and
validation results.

The archive is organized as a single package with a top-
level README, license, and the KINTSUGI source tree. It
includes 20 Dockerized PHP/Python CVE cases and seven
Java CVE harnesses used in our evaluation. Large generated
outputs, local build caches, container images, and nonessential
experimental data are not included; required software, system
assumptions, and dependencies are documented in the artifact.

By releasing these materials, we aim to make the design,
implementation, and evaluation setup of KINTSUGI transpar-
ent and reusable by the research community.

C Detailed Prompt Design for Patch Genera-
tion

In Section 4.3, we discussed the high-level strategy for LLM-
guided semantic boundary identification. This appendix pro-
vides the concrete structure and implementation details of the
prompt used to guide the LLM backends.

The prompt is designed to minimize hallucination by pro-
viding a rigid structure and clear operational constraints. As
shown in Figure 8, the prompt template consists of four pri-
mary segments:

* Role Definition: It establishes the LLM as a “Network Se-
curity Expert” to bias the model’s internal attention toward
security-relevant code patterns and vulnerability patterns.

* Contextual Data: We feed the LLM with the differential
analysis results, including the specific syscalls that deviated
from the baseline and the corresponding stack traces. This
allows the model to focus on the execution path that actually
triggered the anomaly.

* Tooling API: We provide the exact syntax for the run-
time markers (e.g., syscall_filter_begin). By provid-
ing these as “tools,” we ensure the LLM treats them as
atomic primitives rather than generating arbitrary code.

Surgical Constraints: We explicitly instruct the model to
avoid modifying any existing business logic. The goal is to
produce a “non-intrusive” patch that only adds monitoring
boundaries.

Role
Network Security Expert

Task
Identify the code block triggering malicious behavior and wrap it
with policy triggers.

Tools
syscall_filter_begin (SWHITELISTS);,
syscall _filter_ end(SWHITELISTS);

Constraints
- SWHITELISTS is a mandatory placeholder for automated derivation.
- The scope must be as narrow as possible (surgical precision).
- Do not modify business logic; only inject markers.

Context
Payloads, Stack Trace, Syscall Diff, Source Code, Snapshots.

Figure 8: Structure of the Patch Generation Prompt.

D Path Prefix Compression Algorithm

This appendix provides the formal details of the Path Prefix
Compression algorithm discussed in Section 4.3.

D.1 Algorithm Design

The compression task is formulated as a greedy optimization
problem. Given a set of file paths S, we define two primary
metrics to guide the selection of prefixes:

e Compression Gain (Gain): The number of paths covered
by a prefix minus one. Higher gain reduces the rule count
more effectively.

* Compression Cost (Cost): Defined as the negative depth
of the prefix path (i.e., —Depth(prefix)). Shallower paths
(closer to the root) have higher costs as they grant broader
permissions to the sandbox.

In each iteration, the algorithm selects the prefix that mini-
mizes cost (prioritizing the deepest possible path) and maxi-
mizes gain. Finally, a density check is performed: scattered
file paths are only collapsed into their parent directory if the
number of siblings exceeds a threshold t; otherwise, exact
paths are preserved to maintain maximum security.
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D.2 Formal Pseudocode

Algorithm | details the iterative process of transforming spe-
cific paths into a least-privilege prefix set.

Algorithm 1 Path Prefix Compression

: Input: Path set S, target size T, density threshold T
: Output: Compressed prefix set P

P<«S

: while |P| > T do

C < {p| p is ancestor of some s € P}

F «—{peC||{s€P:sstarts with p}| > 2}
if 7 = 0 then break

p* « argmin ¢ 4 Cost(p) > Break ties by max Gain(p)
Covered + {s € P | s starts with p*}

P <+ (P\ Covered)U{p*}

: Files + {s € P|sis afile path}

: for each unique parent directory d of Files do

13: Siblings < {s € Files | s resides ind }

14: if |Siblings| > 7 then P < (P\ Siblings) U{d}
15: return P

R A o

_
=4

—_ =
N =

E Detailed Implementation

The KINTSUGTI prototype consists of approximately 10,000
lines of Python code, managing the full lifecycle from local-
ization to deployment.

Multi-language Instrumentation and Tracing. To support
diverse web backends, we developed lightweight tracing plu-
gins:

* PHP: A custom Zend extension hooks the core executor to
capture runtime call stacks and function entries.

* Python: We utilized built-in tracing interfaces and wrapped
threading and os. fork to maintain trace integrity across
concurrent and multi-process execution.

» Java: We employed Java Agent technology to perform
bytecode instrumentation at class-loading time, enabling
context-aware logic injection.

All plugins utilize a unified event protocol that synchro-
nizes user-space function events with kernel-space syscall
streams via specific syscall anchors (e.g., writing context to
/dev/null).

Kernel-level Defense Engine. The defense engine is built on
eBPF using the BCC framework [28]. It implements kernel-
space monitors that intercept critical syscalls via kprobes.
The system maintains a thread-level BPF_HASH map to store
dynamically generated whitelists. To bypass eBPF instruc-
tion limits for path matching, we implemented the FNV-1a
hash algorithm for efficient kernel-side prefix comparison. We
leveraged prctl as the low-latency communication channel
between user-space and the kernel for instantaneous policy
activation.

Request-level Network Isolation. For network-layer threats
like SSRF, we integrated the Linux cgroup net_cls subsys-
tem. Upon entering a compromised code block, the engine
dynamically migrates the specific thread (via its TID) to a
restricted control group. Combined with iptables rules, this
achieves surgical interception of unauthorized outbound con-
nections without affecting other concurrent requests.

Automated Validation Pipeline. The localization engine
processes offline audit logs in parallel. To ensure reliability,
we built a containerized validation pipeline that performs
bidirectional verification (security and compatibility) in an
isolated environment before production deployment.

F Detailed Case Study (CVE-2023-37941)

To illustrate KINTSUGT’s full-lifecycle response, we examine
a critical RCE in Apache Superset (Y05). The vulnerabil-
ity resides in the dashboard permalink mechanism, where
configuration data is retrieved from a metadata database and
deserialized using Python’s pickle module.

Localization and Contextualization. A single malicious
request to the permalink endpoint traverses 162 unique func-
tions and generates over 19k tokens of code. Direct LLM
analysis of this volume is prone to high hallucination rates.
KINTSUGTIs differential analysis identifies a stark deviation in
the function GetKeyValueCommand.get (). While a normal
request only triggers fcntl and write, the malicious request
triggers a sequence of clone, execve, and vfork. This be-
havioral signal allows KINTSUGI to isolate the vulnerable
functions to 11 lines of code within the key_value module.

Policy Synthesis and Enforcement. Providing this local-
ized context to the LLM allows it to pinpoint the exact
sink: pickle.loads (entry.value). As shown in Figure 9,
KINTSUGTI injects a request-scoped boundary around the dese-
rialization call. The profile-guided refinement phase automat-
ically populates the whitelist based on legitimate permalink
access, which involves only basic I/O and synchronization.

// Mitigated logic in
superset/key_value/commands/get.py
sysfilter_begin({’fcntl’: [], 'write’: []})
result = pickle.loads (entry.value)
sysfilter_end()

Figure 9: Surgical policy injection for Y05

Outcome. When the attacker triggers the permalink with
a payload designed to execute touch /tmp/success, the
eBPF backend intercepts the execve call at the kernel level.
Because the thread is in a “restricted state” tied to the
GetKeyValueCommand context, the syscall is blocked.
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